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3 .  The content of the provisions 

Numerous remarks can be made on the content of the 
relevant texts. Within the scope of this paper, only a few 
general observations will be made. 

One of the common characteristics of the provisions 
mentioned above is their denseness. They try to encom- 
pass al1 the various situations. They multiply exceptions. 
They give technical details. In short, the more complex 
they are, the less clear they become. 

However, they seem to be guided by three concerns, 
the same concerns inspiring the texts in preparation. The 
first concem is to make basic choices. They have to 
determine who can have access to the electronic medical 
data, i.e. on the one hand the people allowed to process 
and on the other hand people allowed to consult them. 
They also have to indicate the purposes for which these 
people are allowed to have access to the data, and there- 
fore, the period for which access is open. Moreover, they 
have to specify which data can be processed and con- 
sulted. The second concem is to make provision for 
technical measures in order to put these basic choices 
into practice. These are the measures ensuring the secu- 
rity of data storage, consulting and transmission, as well 
as the physical protection and the supervision of the 
computer equipment. It is the field of passwords, access 
codes, ciphering and deciphering, in other words : the 
field of cryptology. The third and last concem is to intro- 
duce the re l iabi l i~  standards that the technical process- 
es have to comply with. They relate, among others, to 
the minimal conditions that these processes have to 
meet, determined in the light of the recommendations of 
the above-mentioned work groups, and to their approval 
by the authorities (28). 

The basic choices are logically in line with the 
options on which the general provisions protecting the 
patient's private life are based. On the one hand, they 
show a concem to guarantee the confidentiality of the 
electronic medical data. On the other hand, they echo, if 
not anticipate, within the computer context, choices 
made at the level of the patient's freedom in his or her 
private realm. In short, the general texts and those deal- 
ing with the computerisation of medical practice show a 
common inspiration. This is true to the point that provi- 
sions can be found in the latter. that just reaffirm pnnci- 
ples stated in the former, insisting in this way on their 
importance in a context where the confidentiality of per- 
sonal data tums out to be shaker than ever. They strong- 
ly underline the right of everyone to respect for his or 
her private life during the processing of his or her med- 
ical data ; they reassert the obligation for secret incum- 
bent upon the health care professionals in charge of this 
processing (29). Precisely as a result of their common 
inspiration, rules making basic choices should evolve in 
the wake of the general rules protecting the patient's pri- 

vate life, unless real or pretended "insuperable technical 
obstacles" appear, that could prevent the transposition of 
these general choices into the computer sector. In this 
case, they should only undergo gradua1 changes. 

As for technical provisions, they are typical for the 
standards ansing from the computerisation of society 
and medical practice. Most of the time, they attempt to 
give effect to the protection of the confidentiality of 
medical data. Given the rapidity of technical innova- 
tions, they are bound, contrary to provisions assuming 
basic choices, to be continuously adapted, either slight- 
ly adjusted or deeply amended. This is the pnce to pay 
for the security of processing and the reliability of the 
computer equipment. This is not a small challenge. al1 
the more since the exchange of data requires the com- 
patibility of the systems in a territorial scope as large as 
possible, ideally at the intemational level. Can it be rea- 
sonably conceived that mles elaborated at this level. and 
of which the adoption often requires unanimity. are con- 
tinuously re-evaluated according to technological 
progress ? This is a thomy problem. Some might be 
wrongly tempted to question the procedures goveming 
the elaboration of these rules, particularly the legal mles, 
putting forward the fact that they can barely keep up the 
pace of this progress. 

It should be noted that provisions specific to elec- 
tronic data, be they technical or not. not onl) concem the 
physician. Given the appearance of a "middleman". the 
computer, at the heart of the doctor-patient relationship, 
the physician is no longer alone in front of the patient 
and the data he or she has to process. More and more 
outsiders have to take part in the health care relationship, 
be they designers of medical application pro, orams or 
subcontractors in charge of the management of medical 
data bases. One is witnessing an openir1.q of this rela- 
tionship, appearing at the same time as the collectivisa- 
tion of medical practice. These outsiders have to respect 
certain rules that go as far as to impose on them con- 
straints that, for the sake of the confidentiality of the 
patient's private life, only physicians and health care 
professionals have to respect in the traditional context of 
the health care relationship. There is for instance the 
obligation to respect a certain form of medical secret or 
to take concrete measures in order to protect the data 
against any indiscretion. 

IV. Beacons for the future 

The intrusion of cryptology and the imposition of tech- 
nical measures, the recourse to commissions with 
experts of different backgrounds. the interference of out- 
siders due to logistic needs in the field are so many 
forms of a permanent feature characterising the provi- 
sions examined above. Indeed, in order to face the devel- 
opment of computers, which in the first place threatens 








